
 

 

Lesson Plan Template for Trainers  
 

Module 4: Improving your digital security skills to protect you and your 

business 
Module Title:  Improving your digital security skills to protect you and your business 

  

Description of the Learning Activities  Duration (in 
minutes)  

Materials or Equipment Required  

Workshop Opening:  
 
Experience sharing. 
 
The facilitator asks participants to share their 
knowledge on the subject. 
 
Module Description. 

 
10’ 

 
The facilitator can write on a 
physical or digital board the ideas 
and examples of the participants.  

Activity 1   

The main goal of this topic is to understand in 
theory the different internet security concepts 
and how they can prevent. 
Following are the topics that will be presented: 

 What are data threats 

 How data threats can affect us 

 Differences between data and 
information 

 Terms of cybercrime and hacking 

 Reason for protecting personal 
information 

 Reasons for protecting workplace 
information 

 How we are leading to an online/digital 
theft 

25’ For this activity, no previous 
knowledge is needed.  
A computer device is mandatory. 
A digital board can be used. 



 How we can be affected by an 
online/digital theft 

 The advantages and limitations of 
encryptions/passwords 

Activity 2   

The main goal of this topic is to increase the 
awareness of users regarding network usage 
and to suggest ways to prevent network risks.  
Following are the topics that will be presented: 

 What is a Network 

 The common network types 

 How connecting to a network has 
implications for security 

 What is the role of the network 
administrator 

 What is the usage of firewalls in 
personal and work environments 

 What is the function and limitations of a 
firewall 

 Different options of wireless security 
and their limitations 

 Using an unprotected wireless network 
can lead to attacks 

 How to identify an unsecured network 

 What personal hotspot is and how does 
it work 

25’ For this activity, knowledge from 
previous activities is necessary.  
A computer device is mandatory. 
A digital board can be used. 

Activity 3    

This topic presents all necessary information 
about keeping the computer safe while using 
email, instant messaging and the web browser. 
Following are the topics that will be presented: 

 The possibility of a fraudulent email 

 What is phishing and how I can deal 
with it 

 What is the danger of infecting a 
computer by opening an executable file 

 What is the importance of not 
disclosing personal information on 
social sites 

 What are the potential dangers when 
using social networking sites 

 What are the security vulnerabilities of 
instant messaging 

 What are the possible implications of 
using applications from unofficial 
application stores 

30’ For this activity, knowledge from 
previous activities is necessary.  
A computer device is mandatory. 
A digital board can be used. 



 What are the term application 
permissions 

 How do recognise a secure connection 
on websites 

 What is the role of browser cookies 

 What browser history is 

 What are the benefits and drawbacks of 
saving passwords on websites 

Activity 4   

The learning outcome from this task is to learn 
how to secure and back up important 
information in order to avoid loss. 
Following are the topics that will be presented: 

 Ways of ensuring the physical security 
of computers and devices  

 The importance of having a backup 
procedure in case of loss of data 

 Where do I have to back up the data 

 What is the backup procedure 

 How to restore data from a backup 
location 

 The differences between deleting and 
permanent deleting data  

 The reason for permanently deleting 
data 

30’ For this activity, knowledge from 
previous activities is necessary.  
A computer device is mandatory. 
A digital board can be used. 

Duration of each module  2 hours 

 
Depending on each module’s subject, the trainer can adjust the selected activities and the 
number of courses, and organize their time accordingly. 

     
 


