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1. Module Description 
 

 In this module, digital security skills will be presented to the 
target group, aiming to the protection of their business from 
different online threats.  

 By the end of this module, participants will have gained basic 
IT security skills. 

 As well as, learn how to keep information and data secure.  

 

2. Topic 4: Cyber Security 
 

Topic 4: Improving your digital security skills to protect you and your business 

Participants will learn: 

 Various Internet security concepts. 

 Basic computer Networks security. 

 Online Communications and the Web. 

 Secure data management. 

 

4.1 Understand the various Internet security concepts. 

 

The main goal of this topic is to understand in theory the 
different internet security concepts and how they can be 
protected from online threats. 

 

The learning outcomes of this topic are: 

 Protection from data threats  

 Protection of personal online information 
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Data Threats 

 

What are data threats? 

 Data threat is a potential negative action through a computer or application that can 
affect mostly vulnerable people with low technical knowledge. 

 Anything that causes data loss or corruption, as well as physical harm to the hardware 
and/or infrastructure, is considered a computer system threat.  

 The first step in defending computer systems is to understand how to recognize computer 
security threats.  

 

How data threats can affect us? 

 Every day, the number of people affected by data threats grows. Data threat 
protection starts with training at a personal level. 

 Phishing and other social engineering tactics are frequently used by cybercriminals to 
obtain unauthorized access to systems and data. You may go a long way towards 
preventing a successful breach by teaching yourself and others in your organization 
how to detect and avoid phishing emails. 

 By exposing sensitive information, data threats can harm both individuals and 
corporations. 

 Data threats may cause the loss of personal and sensitive information as well as 
passwords and credit card details. 

 

Differences between data and information: 

 Data is an unprocessed list of facts and information, such as text, figures, symbols and 
descriptions of things. 

 Data is an input for the computer. 

 Data is independent. 

 When data is lost, it can't be reproduced. 

 Data is meaningless and valueless. 

 

 Information is processed and organised data. 

 Information is output from the computer. 

 Information is dependent on data. 

 When information is lost, it can be reproduced from data. 

 Information is meaningful and valuable. 
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Terms of cybercrime and hacking 

 Any criminal behaviour that involves a computer, a networked device, or a network is 
considered a cybercrime. While the majority of cybercrimes are carried out for 
cybercriminals to profit, some cybercrimes are carried out directly against computers 
or devices to damage or disable them.  

 Hacking is unauthorized access to any account or 
computer system. Although hacking is not always a 
harmful act, it is frequently associated with criminal 
activity and data theft by cybercriminals. 

 

Personal Security 

 

Reason for protecting personal information: 

 Nothing is more crucial than securing your personal information to avoid identity 
theft.  

 This data gives you access to your financial institutions, medical records, credit score, 
and other personal information. 

 Putting in danger those vital data can cause loss of money and sensitive information. 

 

Reasons for protecting workplace information: 

 Employer-employee trust is built on confidentiality, and business owners have a 
responsibility to keep employee information safe and secure. 

 Sharing employee information is not just a breach of their privacy, but it also damages 
employee trust, confidence, and loyalty. 

 Employees must keep their data and password private and not share them with the 
work environment. 

 

How we are leading to an online/digital theft: 

 Each year, an average of 280,000 people record identity theft complaints, with $1.3 
billion in losses reported in 2016. 

 When people don't know what to look for, even simple browsing habits like clicking on 
an attractive ad or filling out a form for downloaded content can lead to online identity 
theft. 

 

How we can be affected by an online/digital theft: 

 You can encounter spyware by: 

 Downloading files or software 

 Opening email attachments or clicking on pop-ups 

 Visiting devious websites  
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 You can protect yourself from spyware by: 

 Checking the accuracy of personal accounts, you are dealing with 

 Not opening messages from unknown senders 

 Downloading software from sites you trust  

 Using antivirus protection and a firewall 

 

 To turn on the firewall and the network 
protection on our Computer device: 

 From the control panel select 
system and security. 

 Select Firewall and network 
protection. 

 Turn the Domain network, private 
network and public network 
Firewalls on. 

 

 

 

 

A password is encrypted for security reasons. Our device can encrypt automatically our 
passwords, so in case of data lick, it is extremely hard for the hacker to reach your passwords. 

 

The advantages and limitations of encryptions/passwords: 

 Data Encryption Pros 

 Data encryption allows data to be kept independent from the actual device 
that was initially stored. 

 Data encryption avoids data breaches and ensures the safety of intellectual 
property and other sensitive data on the device. 

 

 Data Encryption Cons 

 The vast amount of encryption keys makes it difficult for IT administrators to 
keep track of them all. You can lose the data connected with the encryption if 
you lose the key to the encryption. 

 Because the systems that maintain data encryption must have the capacity and 
updates to accomplish such duties, data encryption can be highly costly. 

 

  

Figure 1: How to turn on and off firewall 
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4.2 Computer Networks security 

 

The main goal of this topic is to increase the awareness of users regarding network usage and 

to suggest ways to prevent network risks.  

The learning outcomes of this topic are: 

 Information about Networks 
 Information about Wireless security 

 
 

Network Connections 

What is a Network?  

 A computer network is a collection of two or more computers that are linked together 

to exchange data/files electronically.  

 

The common network types. 

 Local-area networks (LANs) and wide-area 
networks (WANs) are the two most common 
network kinds. 

 A LAN, or local area network, is a network that 
covers a limited geographic region, such as a 
home, an office, or a group of buildings. 

  A WAN, or Wide Area Network, on the other hand, is a 
network that covers a wider geographical area and can 
span the world. 

 The largest WAN today is the Internet. 

 

 

 

How connecting to a network has implications for security 

 When your company's data and information are kept on a hard drive or communicated 

over e-mail, you have to be aware of network security threats. For your protection, 

engaging an IT security provider specialist can help you avoid data breaches. 

 Most common network security risks 

 Phishing 
 Computer Viruses 
 Malware  

Figure 2: Local Area Network 

Figure 3: Wide Area Network 
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What is the role of the network administrator?  

 The Network Administrator's job is to keep the computer networks functioning 

properly. All network hardware, software, and communication links must be planned, 

developed, installed, configured, maintained, supported, and optimized. 

 

What is the usage of firewalls in personal and work environments? 

• Usage: 

 Firewalls are software or hardware that act as a filter for data that tries to 
access your computer or network. 

  Firewalls look for malicious code or attack vectors that have already been 
identified as known dangers in packets. 

 

What is the function and limitations of a firewall? 

• Function and Limitations: 

 Firewalls are unable to prevent users from accessing dangerous websites, 
leaving the organization open to internal threats and attacks.  

 Firewalls cannot prevent virus-infected data or software from being sent.  
 Passwords can't be protected by firewalls.  
 If security rules are misconfigured, firewalls will not be able to protect you. 

 

Wireless Security 

Different options of wireless security and their limitations 

There are advantages and disadvantages to using wireless security systems over their wired 

counterparts that you should be aware of. 

 Pros of wireless security systems 

 Mobility 
 Cost savings 
 Flexibility  

 

 Cons of wireless security systems 

 Password vulnerabilities 
  Costs  
 Accessibility  
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Using an unprotected wireless network can lead to attacks 

 An unsecured network can be linked to without any form of security measures such as 

a password or login. 

 An attacker through an unprotected network can: 

 Capture your account passwords 
 Gain access to your computer  
 Try to gain more personal information from 

you 

 

How to identify an unsecured network 

 It does not require a password to access it  
 It has a shield icon  
 It says “unsecured network” 

 
What personal hotspot is and how does it work. 

 A Wi-Fi hotspot connects your phone, computer, tablet, or other Wi-Fi-enabled 
devices to the internet using wireless data from a telecommunications provider. 

 A personal hotspot connects to a mobile network and then wirelessly shares a data 
connection with other Wi-Fi-enabled devices in the area.  

The speed and strength of the wireless signal to the original hotspot device will determine the 

efficiency of data transfer to and from those other devices 

 

4.3 Online Communications and the Web 

 

This topic presents all the necessary information about keeping the computer safe while using 

email, instant messaging and the web browser.  

The learning outcomes of this topic are: 

 How to keep safe the emails. 

 How to keep safe instant messaging. 

 

Emails 

The possibility of a fraudulent email?  
 

 A lot of scammers are trying to access our data through fraudulent email. 

 There are some key signs that we can see and be aware of a fraudulent email. 

 

Figure 5: unsecured network 1 

Figure 4: unsecured network 2 



 10 

 

 

1. Check the email of the sender if it is valid 

2. It has to know your name  

3. The text will have a formal content 

4. No one will ever ask you about your personal 

information (password and user name) 

5. It will never threaten you to do something  

 

 
 
What is phishing and how I can deal with it? 

 Daily we receive a lot of emails and we have to recognize those who are trying to 
threaten us. 

 Phishing is a sort of online scam when thieves send emails pretending to be someone 
else to take your attention 

 When a spam email comes to your attention, first do not open it and then delete it 
immediately. 

 

What is the danger of infecting a computer by opening an executable file? 

 Viruses attach themselves to programs and spread by infecting every executable file 
that the user runs. 

 Viruses can attach themselves to the operating system and spread undetected for 
weeks before causing noticeable system behaviour changes. 

 Viruses will try to insert your files and applications to destroy them.  

 With the appropriate antivirus software, you can prevent this infection from viruses. 

 

What is the importance of not disclosing personal information on social sites? 

 Scammers will try to steal your personal information especially if you are exposing 
that information on social sites.  

 To protect your personal information like your phone number, email and address you 
have to keep them safe. 

 Keep your personal information out of social sited and not share those with unknown 
people. 

  

Figure 6: Suspicious email example 
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What are the potential dangers when using social networking sites? 

 By using social networking sites, you are exposing yourself to a large community of 
people that some of whom will try to steal or harm your personal information. 

 Another drawback of using social networking sites is the phishing attack that the user 
can face. 

 Except for identity theft, loss of privacy, and phishing attacks, another major impact is 
an addiction that the user may face. 

 

Instant Messaging 

What are the security vulnerabilities of instant messaging? 
 Instant messaging is popular these days because it is super-fast and free for everyone. 

 Although we have to be extremely careful because we are been exposed to a large 
community of people, with some scammers among them. 

 Someone may contact us and ask about personal data like our bank account details for 
a specific purpose. 

 Another way to scam us is to send us a link that contains viruses and they will try to 
have access to our device. 

 
 
What are the possible implications of using applications from unofficial application stores? 

 If you use any unauthorized application stores, you run the danger of installing 
malware on your mobile device. 

 This danger may be phishing that steals data or modify payments without your 
knowledge.  

 Only install programs from official application stores to protect your personal 
information on your smartphone or tablet. 

 

What are the term application permissions? 

 When we download and use a specific application, we have to agree on some terms. 

 Those terms may want to have access to our camera, microphone, location and image 
celery. 

 For that reason, we have to download only official and trustable applications and then 
give permission to them  
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How do recognise a secure connection on websites? 

 Instead of "HTTP," a secure URL should begin with "HTTPS."  

 The "s" in "HTTPS" stands for secure, indicating that the site is protected. 

 This indicates that all communication and data between your browser and 
the website's server is encrypted.  

 

What is the role of browser cookies? 

 HTTP cookies, also known as internet cookies, are used by web browsers to track, 
personalize, and save data about each user's session.  

 A "session" is just the amount of time you spend on a website. When you visit a new 
website, cookies are used to identify you. 

 Every time you visit a webpage it asks you to accept the browser cookies. So, it asks 
your permission to track your time on the webpage. 

 

What browser history is? 

 The list of websites you've viewed recently in your web browser history. 

 You can see this browser history and delete it if you want. 

 

What are the benefits and drawbacks of saving passwords on websites? 

Advantages: 

 By saving one time your password you can have it every time you are visiting the 
website. 

 You can change the password at any time and it will be saved automatically. 

 You can use a different password for every website without the need to memorize it 

 You can use an offline password manager 

 

Disadvantages: 

  If someone obtains your master password, they will have access to all of your 
passwords. 

 Hackers are focused on password manager software.  

 Using numerous devices to log in is difficult. 

  

Figure 7: secure website 
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4.4 Secure data management 
 

The learning outcome from this task is to learn how to secure and back up important 

information to avoid loss.  

The learning outcomes of this topic are: 

 Information about Security 

 Information about Backing-up data 

 

 

Security 

Ways of ensuring the physical security of computers and devices  

 Protect your digital devices with a password. 

 Always make a backup of your data and keep this backup data in a different place from 
your device. 

 To get your stolen digital equipment back, use tracking software. 

 

Backing-Up Data 

The importance of having a backup procedure in case of loss of data  

 A backup procedure decreases the possibility of 
losing data. 

 If something happened to your data, you can easily 
reclaim them by using your backup data. 

 It is suggested to store your data in a different place 
on your device because in case of fire lose only one 
of your storage devices. 

 

Where do I have to back up the data? 

 You can keep your backup data in different places: 

 You can store your backup data on a hard drive 

 You can use the cloud to store your backup data  

 You can store important data in both places and keep it away from your device. 
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What is the backup procedure? 

 You can use the cloud or a hard drive and then you can copy different files from your 

computer and paste them to one of the backup methods. 

 

How to restore data from a backup location? 

 You can restore your data from the backup location at any time. 

 If the backup data are stored in the cloud (google cloud or dropbox), just visit the cloud 
website and download the files you want. 

 If your backup data are stored on an external disk, just plug it into your device and 
copy-paste the files you want. 

 

The differences between deleting and permanent deleting data  

 When you delete a file on your personal computer, it does not delete permanently. 

 You can still reclaim this file from the recycle bin on your desktop. 

 You can permanently delete a file, by choosing the file from the recycle bin and then 
selecting delete permanently (empty recycle bin). 

 
 
 
 
 
The reason for permanently deleting data 

 Hide your failures. 

 Remove data that is duplicated.  

 Delete any images that could be used against you.  

 Guarantee that sensitive information does not get into the wrong hands. 
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3. Summary 
 
Following the above-mentioned steps and guidelines, you can have a secure routine during 
your time using the internet and its different applications. 
 

4. Resources 
• Potential Security Threats: 

https://www.guru99.com/potential-security-threats-to-your-computer-systems.html 

 

• Cyber security modules: 

https://www.icdleurope.org/workforce/it-security/ 

 

• ECDL IT Security: 

https://icdlarabia.org/uploads/files/syllabus/IT-Security-v2-en-syllabus.pdf 

 

• Essential Security Awareness Training: 

https://blog.usecure.io/12-security-awareness-topics-you-need-to-know-in-2020 

 

• Online Identity theft: 

https://www.webroot.com/us/en/resources/tips-articles/malware-identity-theft 

 

• Data Encryption Pros And Cons 

https://www.spamlaws.com/pros_cons_data_encryption.html 
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https://blog.usecure.io/12-security-awareness-topics-you-need-to-know-in-2020
https://www.webroot.com/us/en/resources/tips-articles/malware-identity-theft
https://www.spamlaws.com/pros_cons_data_encryption.html

